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A Memo on Kuznyechik S-Box

During ballot on 18033-3 DAmd1 (finished in June 2018) comments

from some NB were received concerning issues regarding Kuznyechik design

rationale and its parameters origins. The goal of this Memo is to provide all

relevant information known to the designers of the algorithm.

Kuznyechik has transparent and well studied design. Its design rationale

was introduced to WG2 experts in 2016 by presentation (WG2) N1740.

Kuznyechik is based on well examined constructions. Each transformation

provides certain cryptographic properties. All transformations used as

building blocks have transparent origin.

The only transformation used in Kuznyechik which origin may be

questioned is the S-box π. This S-box was chosen from Streebog hash-function

and it was synthesized in 2007. Note that through many years of cryptanalysis

no weakness of this S-box was found. The S-box π was obtained by pseudo-

random search and the following properties were taken into account.

1. The differential characteristic

pπ = max
α,β∈V8\{0}

pπα,β,

where pπα,β = P{π(x⊕ α)⊕ π(x) = β}. The goal was to obtain an S-box for

which this characteristic is as small as possible.
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2. The linear characteristic

δπ = max
α,β∈V8\{0}

|δπα,β|,

where δπα,β = 2P{xα = π(x)β}− 1, ab – is the scalar product of two boolean

vectors of dimension 8, P()̇ – is probability which is calculated when x is

chosen at random and independently. The goal was to obtain an S-box for

which this characteristic is as small as possible.

3. The non-linearity characteristics

λπ, λπ−1 ,

where λπ is the minimum degree among all ANFs representing non-degenerate

linear combinations of π’s coordinate functions. The goal was to obtain an

S-box for which these characteristics are as big as possible (i.e., equal to 7).

4. Let us define characteristics

rπk , k ∈ 2, 3,

where rπk – is the maximum number of linear independent boolean equations

with degree below or equal to k and whose variables are x1, . . . , x8 and

y1, . . . , y8 which satisfy

(y1, . . . , y8) = π(x1, . . . , x8).

The goal was to obtain an S-box for which these characteristics are as small

as possible (see [2]).

5. The S-box should not have any fixed points.

Through thorough search current S-box was obtained and its

characteristics are as follows.

1. pπ = 8
128

;
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2. δπ = 28
256

;

3. λπ = λπ−1 = 7;

4. rπk , k ∈ 2, 3, are as small as possible and are equal to (correspondingly)

0 and 441;

5. π has no fixed points.

No secret structure was enforced during construction of the S-box. At the

same time, it is obvious that for any transformation a lot of representations

are possible (see, for example, a lot of AES S-box representations).

Results of [1] solved a great optimization problem, they are valuable as

scientific breakthrough and also provide more flexibility in software/hardware

implementation of Kuznyechik as well as other ciphers with 8-bit s-

boxes. At the same time further development of results of [1] will make

possible to synthesize S-boxes with better cryptographic and implementation

characteristics (see for example [3]).
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